Abstract
Introduction
Piracy, the practice of selling, acquiring, copying or distributing copyrighted materials without permission has always been a concern for Hollywood studios and independent filmmakers. Theatrical camcorder piracy is one of the most common ways of illegally copying a movie [1] . This method consists of introducing a camcorder into a poorly supervised theater and creating a copy of the movie that is being shown. For a little more than a decade, watermarking techniques have been designed to, among other purposes, control access to digital content [2] . A watermark embedded in the video sequence provides information on whether video players are authorized to display the content or not. Compliant devices detect the watermark and obey the encoded usage restrictions. For this type of application, the decoding process must be blind as well as robust to geometric distortions (rotation, scaling), cropping and lossy compression.
Several watermarking methods have been design to resist geometric distortions. In [3] , for example, two watermarks are employed. The first one is used to embed the message while the second one, a 1-bit watermark, is employed for geometric reference. This reference watermark is embedded in the spatial domain, which results in low robustness. A contentbased image watermarking method is offered in [4] , where robustness to geometric attacks is achieved by using feature points from the image. Although the scheme was shown to be successful to certain attacks, the method is computationally intensive and, therefore, not suitable for real-time video applications. In [5] the watermark is embedded in the video frame by applying the discrete wavelet transform (DWT) to it and replacing certain coefficients with the maximum or minimum value of its neighboring coefficients. While this scheme was proven to be robust to geometric attacks and compression, it provided no mechanism for controlling the amount of distortion introduced into the frame.
When dealing with signals that have more than one dimension, the Dual-Tree Complex Wavelet Transform (DT CWT) [6] is a particularly valuable solution since it adds perfect reconstruction to the list of desirable properties that regular complex wavelets have: shift invariance and directional selectivity. This makes the DT CWT ideal for designing watermarking algorithms that are capable of enduring slight geometric transformations. The use of this transform, however, is not straightforward since it is redundant and information might be lost when performing the inverse transformation. Therefore, only a handful of schemes have taken advantage of this tool. A watermark that consists of a pseudorandom sequence constructed with valid CWT transform coefficients is proposed in [7] and [8] . A four-level DT CWT is applied to the original content and the watermark is added to the coefficients from levels 2 and 3. Although the ideas portrayed in these efforts show some potential, the robustness of the schemes is never tested. Another watermarking method that uses the DT CWT is presented in [9] . In this method, the content is also subjected to a four-level DT CWT decomposition and the watermark is added to the two highest levels using the spread spectrum technique. However, the decoding process is not blind and, therefore, the applications for this scheme are very limited. More recently, a blind decoding watermarking scheme that overcomes geometric distortions by using the DT CWT was introduced in [10] . This method, designed specifically for access control of digital content, is robust to rotation, cropping and H.264 compression. However, the watermark needs to be extracted from a considerable number of frames in order to reach the correct decision, which is one of these two options: play or do not play the content.
We introduce in this paper a new watermarking method that is based on the DT CWT and proven to be robust to both lossy compression and geometric attacks. The decoding process from our approach is blind and the amount of frames required to retrieve the watermark is small when compared to the scheme presented in [10] . In our method, the watermark is a random set of 1's and -1's. A one-level DT CWT is applied to this watermark and the coefficients of this transformation become the data embedded into the video sequence, thus avoiding the inconveniences of a redundant transformation. Every frame of the original video sequence is transformed with a fourlevel DT CWT and, after inspecting the content, the watermark coefficients are weighted and added to the coefficients of levels 3 and 4. Our algorithm is tested against lossy compression and geometric distortions.
Proposed Method
The dual-tree complex wavelet transform (DT CWT) [11] has the desirable properties from both the discrete wavelet transform and the complex wavelet transform: perfect reconstruction, shift invariance, good directional selectivity, limited redundancy and efficient order-N computation [6] . This transform is a variation of the original DWT implementation but the main difference is that the DT CWT uses two filter trees instead of one as shown in Fig. 1 .
For two dimensions, the DT CWT requires a 4:1 increase in the number of coefficients to provide shift invariance in both the horizontal and vertical directions. Fig. 2(a) shows the two dimensional impulse responses of the reconstruction filters in the 2D DT CWT. Each level of the transform produces complex coefficients that correspond to the output of six directional filters. If the level or scale of the filter outputs are denoted by s and the direction of the filter is denoted by d then the set of high-pass complex wavelet coefficients at level s can be written as Since the application that is being considered for our watermarking scheme is access control, there are only two possible outcomes needed from the decoder, that is, the watermark is either detected or not. This means that there is no information associated with the watermark other than its presence or absence. If a watermark is detected by a compliant DVD player, for instance, the copy will be considered of illegal origin and the movie will not be played.
Creating the watermark
In our method, the watermark is inserted on every frame of the video sequence. The watermark is a 2D array that is sixty-four times smaller than the video frame where it will be embedded (i.e. its height and width are one eighth of the frame's height and width, respectively). The watermark w is a pseudorandom sequence of 1's and -1's that is created using a key K = K o + K F . K o is a positive integer number provided by the user and is used during the whole video sequence. K F is a positive integer number that changes every β frames.
Usually, watermarking algorithms rely on the addition of a pseudorandom sequence (such as w) to the host content coefficients in some frequency domain. This approach, however, cannot be used directly when working in the DT CWT domain. The reason for this is that the DT CWT is a redundant transformation and some components of an arbitrary pseudorandom sequence in the DT CWT domain may be lost during the inverse transformation. The loss of information corresponds to the sequence that lies in the null space of the inverse DT CWT [8] . One way to reduce this information loss is by embedding in the host content the DT CWT coefficients of the watermark instead of the actual watermark. Having this in mind, the one-level DT CWT transform is applied to the watermark w. This results in a low-pass component, W L , and six subbands that contain the details, W H1 , ... W H6 . The coefficients from these subbands encompass the data to be embedded in the frame. This transformation is shown in Fig. 3. 
Embedding the watermark
A four-level DT CWT is applied to every video frame (see Fig. 4) . The watermark is then embedded in the level 3 and level 4 coefficients of these frames. The strength of the watermark is decided by using information from level 2 coefficients. The embedding algorithm is described in detail next.
We consider one frame at a time. A perceptual mask for each of the six level 3 subbands is created. In order to obtain these masks we apply a low-pass filter to every level 2 subband F H2,1 , ..., F H2, 6 and then down-sample the resulting arrays by a factor of 2. The elements of these arrays are divided by a step value ∆ and then rounded to the next higher integer value (this operation is represented by the symbol   x ).The resulting arrays mask 3,1 , ..., mask 3, 6 have the same dimensions as the level 3 subbands. This process is described in (2) . The masks for the level 4 subbands are created as follows. The low-pass filter h LP is applied to every level 2 subband F H2,1 , ..., F H2,6 and then the resulting arrays are down-sampled by a factor of 2. The same process of low-pass filtering and down-sampling is applied again to these arrays. The elements of the resulting arrays are divided by the step value ∆ and then rounded to the next higher integer value. These new arrays become the masks mask 4,1 , ..., mask 4, 6 for the level 4 subbands and share the same dimensions than these subbands. This is described in (3).
An illustration of this process can be seen in Fig.  5 . These perceptual masks provide an estimate of the strength that can be used to embed the watermark in every coefficient from levels 3 and 4. The elements in these masks will be used as weights during the embedding process. Since the watermark is not embedded in the level 2 coefficients, the masks can be retrieved at the decoder without losing any information (provided the video frames have not been distorted in anyway). The watermark's high frequency coefficients W H1 , ..., W H6 are now added to the magnitudes of the level 3 and level 4 coefficients of the current frame (F H3,1 , ..., F H3,6 and F H4,1 , ..., F H4,6 , respectively). This is done in the following way: The symbol • denotes the entry-wise matrix product and the value α is a strength parameter that is greater than zero and is used to control the fidelity impact of the watermark. Once F W3,d and F W4,d are obtained, they replace F H3,d and F H4,d when computing the inverse DT CWT that provides the watermarked frame.
Decoding the watermark
The decoding process is blind, that is, the watermark is decoded without relying on any information from the original video file. For every frame of the watermarked video sequence, the 4-level DT CWT is applied. The masks for levels 3 and 4 are obtained via (2) and (3), respectively. The arrays imask 3,1 , ..., imask 3, 6 and imask 4,1 , ..., imask 4, 6 are then obtained in the following way: 1, 2, . .., 6. M and N are the dimensions of the video frame in pixels.
Next, W', the 1-level DT CWT representation of the decoded watermark w' is obtained. Since the low-pass component W L was not encoded in the watermarked video sequence, W' L is considered to be an array of zeros. However, the six subbands with the details, W' H1 , ... W' H6 can be estimated as follows.
The inverse DT CWT is applied and the resulting 2D array w' is correlated with the original watermark w, which can be obtained via the same process that was used at the encoder. The correlation between w' and w is computed for every frame and the results are added until a certain amount of frames is reached (a hundred or more is recommended). When a watermark is decoded from every frame, the added correlation will be a relatively high positive number when compared to the correlation value obtained after an un-watermarked video sequence has gone through the decoder. By looking at the resulting strength value a decision can be made at the decoder on whether the video sequence that has gone through the decoding process has a watermark embedded or not.
Performance Evaluation
To test the proposed watermarking method we employed ten QCIF (176 × 144) video sequences. The watermarks were embedded in the luminance components of these sequences. Five tests were performed for each sequence, using a different key K each time. 150 frames were used to determine the strength of the watermark and a key change took place every β = 20 frames. For our tests, α was set to 15 so that the average picture fidelity of the watermarked frames became an average PSNR value of 41 dB. The step value for the perceptual masks was set to ∆ = 25. In order to have a better estimate of the performance of our method and, in particular, to observe of the advantages of employing the DT CWT as a watermarking tool, we compared our results against those obtained using the regular discrete wavelet transform (DWT). The four-level DWT was applied to the video frames and, using information derived from the level 2 subbands, the watermark was embedded in the coefficients of levels 3 and 4. The watermark decoder was applied to both watermarked (W) and non-watermarked (NW) video sequences in order to measure the discrepancy of the obtained strength values. When the obtained strength value is high, the decoder decides that a watermark is present. On the other hand, if the strength value is small, the decoder assumes that no watermark is embedded in the content. Fig. 7 shows a histogram of the detected watermark strength for the DT CWT algorithm. As expected, when a watermark is not present in a video sequence (NW), the detected strength is small (-2.5762 on average), since there is no hidden information. However, after decoding 150 frames of the watermarked sequences (W), the average watermark strength value that is detected is 17.8610. The results obtained by the DWT scheme are similar to those of our DT CWT method (see Fig.  8 ). In this case, the average detected strength for nonwatermarked sequences has a mean of -0.2368, whereas the mean strength for watermarked sequences is 25.0096. In order to test the robustness of the proposed scheme to theatrical camcorder piracy, a joint attack was created: we scaled the video frames by 4% and cropped them back to their original frame size (176 × 144). We also rotated the frames by 2 o and used H.264/AVC to compress the video sequences. Every 15 th frame was set to be an I-frame and the rest were chosen to be P-frames. The quantization parameter QP for both I and P frames was set to 15, which results in a compression ratio of around 40:1. Results for the DT CWT approach can be seen in Fig. 9 . Setting the decision threshold to 4, the probability of a false positive for the attacked watermarked video (W, JA) is zero. The same probability is reached for a false negative. The histogram for the DWT method is shown in Fig. 10 . If the decision threshold is set to 7 (to avoid false positives), then 80% of the detected watermarks from the attacked watermarked sequences (W, JA) overlap with the results that were obtained for the non-watermarked (NW) sequences. Clearly, the DWT is not robust to a joint attack. 
Conclusion
We have introduced a new video watermarking algorithm for access control that takes advantage of the properties of the dual tree complex wavelet transform (DT CWT) to create a watermark that is robust to geometric distortions. The watermark was embedded using information from the source content in order to keep distortion to a minimum (41 dB). The robustness of our method was tested against lossy compression, rotation, scaling and cropping. Our method successfully recovered the watermarks of the corrupted video sequences.
Our proposed method is simple to implement so as not to add to the cost and complexity of DVD players. Furthermore, the DT CWT has proven to be an important tool since it offers many features that make watermarks robust to geometric distortions. All these characteristics make our algorithm suitable for access control of digital video.
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